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> BHR %4 (Electrical Safety):
BN RE LR R S BUNASE Z B € (Economic Commission for Europe

ECE)Fr & A AR Regulation 100 Part 1 - IFEBUNTIS¥ IR E N B SEEE
BT TMESK - AIE0: E-markz7BEE -

> BRIFZAME(Electromagnetic Compatibility, EMC):
RENEH/EFEMATSREUNKEZEE (Economic Commission for
Europe, ECE)ﬁﬁ%ﬁﬁE’]%?ﬁReguIatlon 10 - IFEEUNHEE R EmEMCHY
25k - HlE0: E-marks3EE -

> HREHEIER(Environmental Test):
PR 45 B T £ LB PRI S B A e, B2 1SO. IEC. SAE. ASTM. DIN.

JISTHIRAE i} o _
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Automotive Component Testing in Co-Operation
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Data and Endpoint Security Network Security

°(1) B FBIZ#ERRFS- 1SO 15408 *(10) BRI

*(2) BURIEXR/ BiRTak (DLP) ((11) EfiZxe. BHEEMHDERE

(3) BERELE *(12) BT e BB IR SFF

*(4) BFEMHINE *(13) EfZERERE R / 2%

*(5) ERIZETTPINE (14) BEAEKRENZE

*(6) BERRFOE RN *(15) ERIPIOFHLEE/PE

(7) EEBAHTENGE 12 *(16) EFEHFABTZEBIR

*(8) EEEIFIE BRI (17) ImiEiEiE- Sl eilE
*(18) Efifitr e EH

IT Security in Production *(19) BE AR BRI RSO

*(9) EEMBEMLTN - BifiaiasE a8 *(20) BfR BTV VH(CSIRT)
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Online Security and Quality
- (21) BT RIERIE

- (22) EMR R ER A

* (23) [RoniEzUiSEsTalE 28

* (24) TIEEMmERE

* (25) HIEEE

© (26) BEFNMERERIE
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Strategic Information Security
© (27) ERETE

© (28) ERE

- (29) E7ISO 27001 & L ETRREH
- (30) EflZEMRAIFEHE

-+ (31) ;5. ERESH

. (32) EBEEMLEE(BCM)

- (33) B ENLETH

© (34) HMEBERISFAE

- (35) BV ENLERABETE

- (36) INEPEFEE L L E (Chief Information

Security Officer)

. (37) REERHEAETE
.+ (38) DEBIURENERE
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A B F2 1| B )
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Finance
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DIE ONLINE-VERSICHERUNG

Deutsche Industriebank

TIGAD  [mmaw| AFIDUCIA
Frankfurter Volkshank

BUNDES %RUCKEREI

kenkasse

Healthcare
&) PVS holding H @ASKLEPIQS
GEMEINSAM BESSER HELIOS Gemeinsam fir Gesundheit
Kliniken Gruppe
&3 Mal
w3  DAK RNplteser
Unternehmen Leben %/
© BOSCH A icubic £
The solution®
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TSN DATIS o

Kran

I | Allianz @

OLYMPUS
CONSILIO

BITMARCK®
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GE Healthcare Thre freundlichen Experten. HBSN AG

PNEFRE

@)
sMavass

(omputacenter

BOR e/

Kommurt
bank-verlag zahlungssysteme G ETY@U R S
Lﬁ!}ggu@ Hallegmbn  CO1S G
°
INFOAG

BITMAR C K*

OEVERMANN’

Networks GmbH

(‘EG&NIEA OV\

P Q;‘ hilgerde™
e
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Industrial
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Energizing Chemistry
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o] - ThyssenKrupp VDM ‘
>

@ enrichment technology
a joint venture between Urenco and Areva

(P elektronils

Automotive

— = EeEvgl LEAR.

CORPORATION

Engineeaering
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@ LKA VA
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VAPS |AC3
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Others

Google é vodafone

GOF S\"CZ

ﬂ' Dumrath & Fassnacht

www.duf-online.de

BY PEOPLE FOR PEOPLE

/ .
"7 media

UNICEPTA M@

ERDGAS MUNSTER HKR—Q

Rechenzentrum GmbH

Yelefonica

Networking the world.
7

Deloitte. R TSCLIEECIEN . °
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http://www.erdgas.de/
http://www.erdgas.de/
http://www.deloitte.com/view/de_DE/de/index.htm
http://www.deloitte.com/view/de_DE/de/index.htm
http://www.gea.com/en/index.html
http://www.gea.com/en/index.html
http://www.borussia.de/de/startseite.html
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Certificate
-

| Functional

Security
@
TOVRhoinland
CERTIFIED Www tuv.com
1D 0600000000
No.: 968/FSP 1104.00/15
Product tested Satety-Related Programmable Certificate Invensys Systems, hic. -
Elactronic Systeen holder Triconax
{2003 with diagnostics (20030) and 26561 Rancho Parkway South
3-2-1-0 e¢ 3-2-0 configurable mode of Lake Forest, CA 92630
oparation) USA
Type designation TRICON System, Detasls the actual "Revision List™
Codes and standards IEC 61508 Parts 1-7:2010 EN 50178:1997
IEC 61511-1:2003 + Corr. 1:2004 IEC 61131-2:2007
ANSVISA -84.00.01-1:2004 IEC 613256-3-1:2008
EN 50156-12004 EN 50130-4:1995 + A1:1998 + A2:2003
EN 2082012 IEC/NP 62443-4-1:2013
NFPA 852015 IEC/NP 62443-4-2:2013
EN 54-2:1997 4 AC:1999 + A1:2006 ISASecure EDSA 311:2010
NFPAT22013 ISASecure EDSA 31222010
Intended application Safety-Related Prograsnmabie Blectronic System for process control, burner managemant
systems (BMS), fire and gas, emecgancy shut down, where the safe state is the de-energized
state, L to SIL 3.

Applications, where the damand state i the de-snergized of enargized state, up 1o SIL 3.
The system complies with the requirements of the rekevant standards (SC 3 and SIL 3 ace. to
1EC 61508/ 1EC 61511) and can be used in safety-related applications up to SIL 3 ace. 1o IEC
61508, IEC 61511 and EN 50156-1.

Furthermore the system complies with the embedded device requirenents of the security
refavant standards (Security Lovel 1 {SL 1) acc. 1o IEC/NP 62443-4-1, IEC/NP 62443-4-2,
1SASecure EDSA-311 and EDSA-312).

The Enhanced Safely Pear-To-Peer communication and the reladed Function Blocks (FBs)
comply with the approgriate requiremants of the relevant standards (SC 3 acc. to IEC 61508)
and cen be used in lowhigh dap wposSL3 g 1o IEC 61508, IEC
81511,

Specific requirements For the use of the system the safuty and security considerations s documented in the product
and user guides and the actal Revision List released by vensys Systemns, Inc. - Triconax
and TOV Rheinland must be considered.

Vadid urti 2020-04-10

The issue of this certificate is based upon an examination, whose results are documented in

Report No. 968/FSP 1104.00/15 dated 2015-04-10.

This cartificate is valid only for products which are identical with the product tested. It becomes invalid at any change of
the codes and standards forming the basis of testing for the intendead application.

TOV Rheinland Industrie Service GmbH

Bereich Automation
Funktionale Sicherheit C
Kdin, 2015-04-10 Am Grauen Stein, 51105 Kéin -
Certification Body for FS-Products Dipi-ing. Stephan Hab

30

ID No. 0000046188; salesforce.com, inc.
Certified Cloud Service

’ §i Carlified Cloud
Sarvice

salesforce

CERTI WA buv.com
e 1D D0CO4E1RE

Tiest Summery: | Cerified Cioud Senice

Information

Decoription: The TV Rreiniand Feec GmoH carfioation body cerffes et Salesfonce has Implementad sfscies procassas and
conirol for achizving the foloning cbjecives for the cloud szrnices branded as Eales Cloud, Barvices Cloud, Chattzr,
Anslytics Cioud, Communities, Ske com, Detabesa com amnd Fore.com.

* Effecive Implamentation of the fechnical and crganizational measures 2s requined ender Article 17 of the
Eurcpesn Data Proteciion Directive S5/45EC and 3ection 5 and the annex o S=ction 5 of the German Federal
Dk Progection Act, Including

~ Physical Secerfy : Bazuring duta processing facibes egeinst unauthorized access

» Logical Securky: Bacuring date processing syst=ms against unautharized acoees of use

» Access Cantrols: Effective eser uthorizafion concept and user mensgement — ffactive management of
usar permission profies

» Tramsmission S=curky: Eacure dete transmizsions and debs profection compllant ensmizsion procegures.
+ Logging: Audkabiity of dabs entries and modHicationsideistians of dets
» Job Controt S=curing of data proteciion throughiut the entires supply chain

» Desaster Recovery: Effecive disaster raccvery concapt and architachurs and processes o prevent
destruction or loss of data

» Logical segregation of Indhvideal Cioud tenants and ssgregation of dats processad for difierent pumases

* Conformance of Ssiesioroe's data protection agreemers with the Serman Fadersl Daty Protection Ad

Evidence was abisined by means of extemal and intemal s2curity anaiyses snd an cnske audh of e chnical,
physical e crganizations] sacurly masgorss and data probection-reiey ant ousinsss procauss Test ragort
520085E85-11 farms part of this cerificate.

TUV Rheiniand Feac GemisH conducts yeary folos-up udits of the Bxsexsed choud senicss.

This cerificaris is valld until 31.03.2018.
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